Data sharing and analysis are important components of coordinated and costeffective public health strategies. However, legal and policy barriers have made data from different agencies difficult to share and analyze for policy development. To address a rise in overdose deaths, Maryland used an innovative and focused approach to bring together data on overdose decedents across multiple agencies. The effort was focused on developing discrete intervention points based on information yielded on decedents' lives, such as vulnerability upon release from incarceration. Key aspects of this approach included gubernatorial leadership, a unified commitment to data sharing across agencies with memoranda of understanding, and designation of a data management team. Preliminary results have yielded valuable insights and have helped inform policy. This process of navigating legal and privacy concerns in data sharing across multiple agencies may be applied to a variety of public health problems challenging health departments across the country.
In June 2015, Maryland's Department of Health and Mental Hygiene (DHMH) reported that 1,039 individuals had died of unintentional drug overdose in Maryland in 2014, which represented a 60% increase since 2010. 1 This figure exceeded the number of homicides (n5382), suicides (n5593), and deaths from motor vehicle accidents (n5459) that same year. 2 The substantial rise in overdose fatalities in Maryland reflects a national challenge. Since 2008, overdose has been the leading cause of death from preventable injury in the United States. 3, 4 Responding to the growing number of deaths attributable to overdose, Maryland's then Governor Martin O'Malley signed an executive order in June 2014 creating an Overdose Prevention Council comprising health, law enforcement, education, and social services agencies in the state. These agencies included the DHMH, Maryland Institute for Emergency Medical Services Systems, Maryland State Police, Department of Juvenile Services, and Department of Public Safety and Correctional Services, as well as staff members from other state agencies and the Office of the Governor. Among other actions, the executive order required the agencies to share "information and data on opioid interdiction, addiction, and overdose across state agencies and analyz[e] the data to detect trends and target prevention efforts." 5 The Maryland Overdose Prevention Council anticipated using the data held by each agency on overdose decedents to identify discrete points of intervention where the state could step in to prevent death and provide treatment and resources. For example, public health and public safety officials were concerned that individuals may be vulnerable upon release from prison, but the claim could not be substantiated without information sharing among state agencies.
Mechanisms to facilitate data sharing for individuals who died of an overdose did not exist at the time the Council was formed, thus requiring the Overdose Prevention Council to undertake an intensive effort to coordinate activities among the various state agencies. The Maryland Overdose Prevention Council was able to break down silos, overcome legal barriers, and develop an integrated dataset for analysis and policy and program development. Although others have described the challenges of interagency data sharing with respect to immunizations and reportable diseases, this article is the first to discuss data sharing relevant to the emerging public health challenge of overdose deaths. [6] [7] [8] 
METHODS
The data sharing process evolved through the following six steps: identify available data, set priorities, identify a lead agency, address legal concerns, draft memoranda of understanding (MOUs), and share data.
Identify available data
DHMH maintains the core registry of overdose deaths in Maryland. This registry is based on findings of the state's Office of the Chief Medical Examiner, which is charged with investigating all deaths occurring in the state that result from violence, suicide, or casualty, or take place in a suspicious, unexpected, or unusual manner. DHMH's Virtual Data Unit used demographic, geographic, death scene investigation, cause of death, and toxicology information from the Office of the Chief Medical Examiner to attribute the deaths to specific substances and to build the core registry. Fields included age, race, sex, county of residence, and location of overdose.
The Overdose Prevention Council asked its members outside DHMH to provide a list of all datasets maintained by the agency that were relevant to heroin intoxication, abuse, addiction, and overdose. The request covered data items collected, frequency of and lag time in reporting, geographic level collected, agencies/entities currently shared with, and known restrictions to the data sharing. Agencies reported a broad range of available data, from incarceration records from the Department of Public Safety and Correctional Services to social service eligibility from the Department of Human Resources.
Set priorities
The Overdose Prevention Council used the list of potentially available datasets to set its priorities for data sharing. The Chair of the Overdose Prevention Council led a discussion with Council members and the Governor's Office to identify the most salient data. Because the group's goal was to identify discrete points of intervention, priority was given to datasets that could be matched against individuals in the DHMH overdose death registry. Throughout the course of this discussion, the Overdose Prevention Council set its priorities for data match. Top priorities included matching overdose registry records with (1) incarceration and parole records from the Department of Public Safety and Correctional Services, (2) prior hospitalizations and emergency department visits for overdose from a DHMH entity's repository for hospital discharge records, (3) social service eligibility from the Department of Human Resources, and (4) associated cases from the Department of Juvenile Services. These datasets were identified as priorities for matching and sharing because of the potential for analyses to aid in the development of interventions across a range of areas for the prevention of future overdose deaths.
One example of a dataset that was not chosen was the Maryland State Police's data on drug seizures, because records could not be matched to the DHMH overdose death registry. Another example was the Department of Labor and Licensing's information on work history. Although this dataset may have yielded information about the benefits of workplace interventions, the dataset was considered incomplete by the Council because it did not include federal workers or individuals who worked in religiously affiliated organizations.
Identify a lead agency
DHMH was designated as the lead for sharing information across agencies. This decision was based on the fact that DHMH already maintained the registry of overdose deaths for the state and had sufficient epidemiology expertise to perform the analyses. It was additionally agreed that DHMH alone would have access to the individual-level information for analytic purposes, and that the information would be shared with the other Council members and the public only in the form of aggregate, de-identified analyses.
DHMH proposed sharing decedent data with each agency separately, with the agency in turn adding additional fields and data to its file. DHMH designated a data management team within the agency to merge and analyze the datasets.
Address legal concerns
Initially, some Council members expressed concern about the legality of sharing individual-level data. Legal counsel for each agency reviewed confidentiality laws, however, and found that the Health Insurance Portability and Accountability Act (HIPAA) and several state confidentiality laws would not prohibit data sharing if the data were exchanged in the limited manner as proposed by the Council, and with appropriate MOUs in place. 9 Specifically, agencies were concerned that receiving information about decedents, without the victim's consent, violated HIPAA and the Maryland Confidentiality of Medical Records Act. 9,10 However, it was determined that the individual-level data in the DHMH overdose registry originated from autopsy records, not medical records, and therefore was not in violation of the aforementioned laws. Agencies also voiced concerns about violating Maryland Human Services Article 1-201, which outlines confidentiality of enrollment records in entitlement programs such as the Supplemental Nutritional Assistance Program (known as SNAP), Medicaid, and unemployment benefits. 11 However, because the individual-level information was being shared only internally within DHMH and released to the other Council members and public as aggregate, de-identified analyses for the explicit purpose of public health promotion, no violations of this provision had been made. Concerns were also raised about potentially violating Part 2 of Code 42 of Federal Regulations, which defines privacy protections of alcohol and drug abuse patient records. 12 Requests for information on alcohol and drug abuse records were not pursued.
Draft MOUs
Attorneys advised the development of MOUs to embody the framework for data sharing among agencies. DHMH began with a standard data use agreement as the basis of each MOU developed for partner agencies. Because of the unique characteristics of data and governing law, no two MOUs were identical. However, the final MOUs generally shared the following components:
• Introduction, background, and purpose: These sections described the purpose of each MOU, which was to share data to identify discrete points of intervention. They typically also provided the context for entering into the MOUs by referencing the charge in the executive order to "share data . . . to the maximum extent permitted by law" 5 and the Overdose Prevention Council's role in data sharing.
• Responsibilities: Each MOU specified the responsibilities undertaken by each party by entering into the data use agreement. This section specified which data elements were to be shared by each party and the manner in which requests were to be made and data were to be provided.
• Data use: Most of the MOUs outlined how each party could use the data and listed restrictions for further dissemination of the information to third parties.
• Data security and confidentiality: Every MOU specified the steps each party must take to protect the data and the protocol for reporting data breaches.
• Terms of agreement: Each MOU included the effective date (typically upon signing) and termination dates (generally upon completion of work by the Overdose Prevention Council or any other reason necessitating termination of the agreement).
Share data
DHMH provided each agency with identifying data on decedents in the overdose death registry, including name, date of birth, sex, race, social security number, and date of death. Agencies used as many of the data elements provided by DHMH as appeared in their dataset to minimize the likelihood of an incorrect match. DHMH and the Department of Public Safety and Correctional Services matched records for deaths occurring from 2007 to 2013. Death records from 2014 were used to match records with the other state agencies. When a match was found, information on services provided to the decedent by the agency was provided to DHMH. For example, the Department of Public Safety and Correctional Services provided information on all incarceration dates, total number of months incarcerated, and participation in community supervision following release. The Department of Human Resources provided information on decedents who had been their clients and had been served by their Social Services, Child Support Enforcement, and Family Investment offices. The Department of Juvenile Services provided information on services provided to decedents. All data files were encrypted and password-protected when transferred between agencies.
OUTCOMES
MOUs were signed between DHMH and Maryland agencies that oversee corrections, juvenile services, emergency medical services, and human services. The development of the MOUs allowed for DHMH to receive data feeds from these agencies on an ongoing basis. As MOUs were signed from July to September 2014, the Council initiated data sharing activities. DHMH sent the files to designated points of contact within each department, who then had approximately two weeks to return the matched file with data from their agency. Each Council member identified a point of contact within their agency responsible for executing the routine match and maintaining the security and integrity of the data. These responsibilities were incorporated into their regular duties. Once DHMH received the data from the agencies' point of contact, the data management team imported the data into the overdose registry for analysis and subsequent distribution in the form of de-identified, aggregate reports.
Analyses using these data yielded some important insights and led to policy initiatives. For example, one analysis found that individuals released from corrections facilities are at particularly high risk of overdose death immediately following release. For the prison population, the risk of overdose was 8.8 times greater in the first week after release compared with the period of three months to one year after release. For the Baltimore city jail population, the risk of overdose was 8.2 times greater in the first week after release, compared with the period of three months to one year after release. Heroin was involved in nearly 90% of deaths in the first week after release (Figure) . 13 As a result of these findings, the state corrections agency became a leading partner in distributing information on overdose prevention and treatment programs to inmates at the time of release. Because a large proportion of the overdose deaths were related to heroin, released inmates also received information on identifying and responding to opioid overdose, along with toolkits for patients and family members, put together by the Substance Abuse and Mental Health Services Administration. The Department of Public Safety and Correctional Services also released a report that reviewed the availability of treatment and recovery services in its facilities, and included recommendations to improve access to treatment. 14 In addition, DHMH-in conjunction with several local jails-is exploring the distribution of naloxone upon release into the community.
As another example, an analysis of social service data showed that more than half of all overdose deaths occurred among Medicaid beneficiaries. Recognizing the opportunity to make an impact, Maryland took steps to increase accessibility to the reversal drug (naloxone) through the Medicaid program, by making it available at low cost and without a special preauthorization. 14 All parenteral naloxone products are covered under this Medicaid benefit, including naloxone 0.4 milligrams (mg)/milliliter (ml) vial or syringe, naloxone 2 mg/2 ml syringe, and Evzio ® (kaléo, Richmond, Virginia) 0.4 mg auto-injector. DHMH publicized the change through traditional media and launched a written campaign to providers to encourage the writing of prescriptions. 15 Information in the written materials included basic education on naloxone as well as prescribing information for different forms of naloxone. This effort has been associated with a rise in the number of claims filed for naloxone.
Other analyses of matched data have been completed or are ongoing.
LESSONS LEARNED
Overdose has captured the nation's attention as a serious and escalating public health problem. Timely analysis of relevant data is a prerequisite for the development of effective programs to address this challenge. Maryland's experience demonstrates both that numerous data sources are available and that much effort is needed to bring the data together to bear on the problem.
Key elements of success include gubernatorial leadership, a commitment to data sharing among agencies, and a strong analytical team at the health department. By providing progress updates at monthly briefings for the Governor's Office, agencies were able to maintain their momentum and also identify and address potential barriers to success early in the process. For example, the Governor's Office was able to help organize meetings between the legal representatives of each agency, which allayed concerns about the legality of sharing individual-level data among agencies. The meetings also helped to emphasize that shared data would be used for the public health goal of reducing overdose deaths and not for law enforcement purposes, which allowed everyone to work toward a common purpose. Identifying the appropriate state agency to take the lead and house the individual-level information before disseminating back to the others in the form of de-identified reports was also critical to ensure that the confidentiality of sensitive data was protected while performing the full range of analyses and sharing of findings. Sustaining this level of data sharing will require ongoing work and commitment. As more individual-level data are shared, it is crucial to remain vigilant against breaches in confidentiality and ensure that access is restricted to individuals with the appropriate qualifications.
Limitations
One limitation of the analysis was that it was likely that the matching process did not successfully identify all matches because of spelling differences in names in the datasets, use of different names by individuals, and discrepancies in social security numbers and birth dates. Because data matching involved datasets from multiple state agencies, it is likely that complete information was not obtained for all decedents.
CONCLUSION
Although this article addresses data sharing for the prevention of overdose deaths in Maryland, the model can be applied to various of health conditions in all states for which collaboration among state health departments and other state agencies could result in more strategic and effective public health interventions. Similar MOUs could be used to learn more about homicide and suicide or could further address the burden of nonfatal morbidity from chronic health conditions, such as obesity, cardiovascular disease, and chronic respiratory diseases. The infrastructure of data sharing is a common platform for the strategic and efficient advancement of public health.
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